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[MoJoskenne 06 OTBETCTBEHHOM 32 ofecnevyeHne
uHPOPMALMOHHOI §€3011aCHOCTH B BEAOMCTBE

1.0061mue moIosKeHust

1.1.Tlonoxkerue 06 OTBETCTBEHHOM 3a OOecrneueHue uHpOpMALHOHHOH (€30MmacHoCTH B
esoMcTBe (nanee - OTBETCTBEHHOE JIHIO) ONPEIENSeT MONHOMOUNS, Ipasa, 00sA3aHHOCTH U
OTBETCTBEHHOCTH COTPY/AHHKA BEJOMCTBA, Ha KOTOPOTO BO3IOXKEHA OTBETCTBEHHOCTD 32:
-o6ecneuenre HHGOPMALIMOHHOH 6€30MacHOCTH BEZIOMCTBA,

-oGHapykeHHe, NPEAyNPEkKACHHE M JIHKBHIL
pearnpoBaHKe Ha KOMITBIOTEPHBIX HHIACHTEL.

alHI0 MOCJIEICTBUM KOMIIBIOTEPHBIX arTak H

1.2.0TBeTCTBEHHOE JIULIO HA3HAYAETCs PYKOBOJMTEEM BEIOMCTBA H3 HC/IA €0 3aMEeCTHUTEJIeH.
1.3.0TBETCTBEHHOE JTHLO TIONIMHSAETCS HEMOCPEICTBEHHO PYKOBOAUTEIIO BEAOMCTBA.
1.4.Ykazauuss ¥ mopydeHus OTBETCTBEHHOro JiMLa B 4acTH obecrieueHusT HHPOPMAIIMOHHOMH
6e30IIaCHOCTH SIBJISIOTCS 00A3aTENbHBIMH VIS HCTIONHEHUS BCEMH COTPYIHUKAMH BEJIOMCTBA.

2. KBannpukanuoHnbie TpedoBaHMS

2.1.0TBETCTBEHHOE JIMII0 JOJDKHO Ha3HaA4aThCsd H3 YHCliIa 3aMecTaTeNnei PYKOBOIUTEIIS
BEIOMCTBA, UMEIOIIHUX BBICIICC 06pa3013am1e (HC HHU)XXE YPOBH:A crienuajuTeTa, MarncrpaTypm)

o HarpaBJICHHIO obecrieueHHst

uHpOpPMALMOHHOH  0e30MacHOCTH. Jlomyckaercst

HaBHa‘-IeHPICOTBCTCTBeHHLIM JIAIIOM  3aMECTUTEIIA PYKOBOJIHTEIIA BEIOMCTBa, HMECIOLIECIo

peiciiee 00pa3oBaHKe, ¢ 00A3aTENBHBIM IOCICIYIO
obyueHuss 1O  TIpOrpamme npo(ecCHOHATBHOM

«VinopmanuonHas 6e30macHOCTb.
2.2.OTBETCTBEHHOE JIMLO  JOJDKHO

HpO(beCCHOHaJILHBIMH KOMIIETCHIIUAMH:

UM ITPOXOKIACHUEM Ha3HAYECHHBIM JIHIIOM

TepenoAroOTOBKH 10  HaIpaBJICHUIO

clIeayromuMu 3HAHUSIMHU, YMEHUSIMH,

OcHOBHBIE (B TOM 4YHCJIE€ MPOU3BOJCTBEHHBIC, Gu3HEC H YNPaBICHUYECKUE) MPOLECCH

BenoMCTBA U crienubuka obecreueHus 6€30MacHOCTH BEIOMCTBA.

Biusuue nHOOPMAHOHHBIX TEXHOIOTHH Ha ACATEIbHOCTD BEJIOMCTBA, B TOM UHCIIe:
-poms M MecTo WH(DOPMAIHOHHBIX TexHONOTHH (B TOM HHCIE CTENEeHb MHTErpalii
uH(OPMALMOHHBIX TeXHOJIOTHiA) B Tpolieccax (pyHKIHOHHPOBAHHUS BEJOMCTBA;
-3aBHCHMOCTB OCHOBHBIX TIPOLECCOB (DyHKIIMOHUPOBAHHUS BEJOMCTBA.

NudopMaHOHHO TENIEKOMMYHUKAIHOHHbIC TEXHOJIOTHH, B TOM YHUCIIC:
-COBPEMEHHBIE MH(bOPMALHOHHO-TEIEKOMMYHUKAIHOHHBIC TEXHOJIOTHH, KCIONb3yeMBbIe B

BEJIOMCTBE;




-CIIOCOOBI MOCTPOEHUSI MH(OPMAIIMOHHBIX CHCTEM, MH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIX

ceTell, aBTOMAaTU3UPOBAHHBIX CUCTEM YyIpaBieHHsT (GopMUPOBaHUS HHPOPMALMOHHBIX PECYPCOB

(manee - cUCTEMBI U CETH), B TOM YHCJIE OTPAHUYEHHOIO JI0CTYIIA;

-TUTIOBBIE APXUTEKTYPhl CHUCTEM M CETeH, TpeOOBaHMA K MX OCHALICHHOCTH MPOTPaMMHBIMHU

(mIporpaMMHO-TEXHUYECKUMU) CPEACTBAMU;

-IIPUHIIMIIBL TIOCTPOCHHS ¥ (PYHKIIMOHUPOBAHUS COBPEMEHHBIX OTIEPAIIMOHHBIX CHUCTEM, CHCTEM

yIrpasiieHus: 6a3aMu JaHHBIX, CUCTEM M CETei, OCHOBHBIX IIPOTOKOJIOB CUCTEM U CETEH.
Ob6ecrieuenre HHGOPMAITMOHHOW 0E30TTACHOCTH, B TOM YHCIIC:

-IIeJIM, 3aJa4i, OCHOBBI OPraHHM3alliy, KIIIOYEBBIE DJIEMEHTHI, OCHOBHBIE CIIOCOOBI H CpElCTBa

obecnieueHus HPOPMAMOHHOW OE30MTACHOCTH;

-1ien oOecriedyeHnss MHPOPMAITMOHHONW 0€30MaCHOCTH MPUMEHHUTENFHO K OCHOBHBIM IpoIieccam

(GYHKIIMOHUPOBAHUS BEIOMCTBA, PEATN3ALUS M KOHTPOJIb MX TIOCTHKCHUS;

-TIPUHIAIIBI ¥ HAMPABJICHHUSI CTPATETHUECKOTO Pa3BUTHS HH(POPMAIMOHHOW OE€301MacHOCTH B

BEJIOMCTBE;

-paBWJIa  pa3pabOTKH, YTBEPKIEHHS W OTMEHBI OPraHW3aIMOHHO-PACIIOPSIUTEIHHBIX

JOKYMEHTOB I10 BOIIpocaM oOecrieueHus: H”HPOPMAIIMOHHON 0€301aCHOCTH B BEJJOMCTBE, COCTaB

U CoZIepIKaHUE TaKUX JOKYMEHTOB;

-MIOPSA0K OpraHu3aluy padoT 1o odecredeHno HHPOpMaIMOHHOM 0€30aCHOCTH B BEIOMCTBE;

-OCHOBHBIC HETaTWBHBIC TIIOCIE/ICTBUS, HACTYIUICHHE KOTOPBIX BO3MOXKHO B pe3ylbTaTe

peanu3anuu  yrpo3 0e3omacHOCTH uH(OpMaIMK, CrocoObl W METOJbl oOecreueHus |

MoJJIep>KaHusl He0OX0IMMOTO YpOBHS (COCTOSTHUS) MH(POPMAIIIOHHOM 6€301acHOCTH BEIOMCTBA

JUIS UCKJTIOUYEHHUs (HEBO3MOXXHOCTU pealn3allii) HETaTUBHBIX IMOCJIEICTBUM, a TaKkKe MOPSIOK

MIPOBEJICHUSI MPAKTHUECKUX MPOBEPOK U KOHTPOJSI Pe3y/IbTaTUBHOCTH MPUMEHSEMBIX CIIOCOO0B

¥ METOJI0B oOecrieueHusI HHHOPMAITMOHHON 0€30TTaCHOCTH BEJIOMCTRBA;

-OCHOBHBIE YIrpo3bl 0e30macHOCTH WHGOpMaLUU, TMPEANOCHIIKA WX BO3HUKHOBEHUS U

BO3MOXHBIE IIYTH MX pealn3aliy, a TAK:Ke NOPAJOK OLEHKU TaKUX yrpos;

-BO3MOKHOCTM ¥ HAa3HA4Y€HMs]  THUIOBBIX  IMPOTrPaMMHBIX,  MPOTrPaMMHO-AIMAPATHBIX

(TeXHUYECKHUX) CPeICTB oOecredeHus: HHHOPMAITMOHHONW 0€301TaCHOCTH;

-CocoObl M Cpe/CTBa MPOBEAEHUS KOMIBIOTEPHBIX aTaK, aKTyaJlbHbIE TAKTUKH U TEXHUKH

HapyIIuTENIeH;

-MIOPSAOK OpraHM3alMM B3aUMOJCHCTBUS CTPYKTYPHBIX MOJpa3JelieHud BEAOMCTBA IpU

pelIeHUH BOIIPOCOB 0becriedeHusi THPOPMAIIMOHHOM 0€30MacHOCTH;

-yIpaBJieHHEe IPOeKTaMu 10 HH(OPMALIMOHHON O€30M1acCHOCTH;

-aHTUKPU3UCHOE YIPABICHHE W MPUHSATHE YIPABICHUECKUX PEIICHUN MpU pearupoBaHUU Ha

KPHU3HCHI M KOMITBIOTEPHBIE WHIIUACHTHI,

-TUJIaHUPOBAHKE AEATEILHOCTH N0 00ecriedeHnI0 HHPOPMAIIMOHHOM 0€30MacCHOCTH B BEIOMCTBE;

-popMyTUpOBaHNE U3MEPUMBIX M MPAKTHUUECKUX PE3YIbTATOB AEATEIHLHOCTU MO 00ECHEUYEeHUIO

nH(OPMALMOHHON OE30MaCHOCTH BEIOMCTBA;

-OpraHusaiys pa3pabOTKd NOJUTUKM (MpaBWJI, NPOLEAYp), PErIaMEeHTHPYIOIIEH BOIPOCHI

MH(GOPMAIMOHHOM 0€301MacCHOCTH B BEIOMCTBE;

-BHEJIPEHUE MOJIUTUKY;

-OpraHu3alys KOHTPOJIS U aHaJIu3a IPUMEHEHUS TTOJIUTHKY;

-OpraHu3aiys MEepoNpHiATUH MO pa3pabOTKe €IUHBIX MHCTPYMEHTOB M MEXaHHU3MOB KOHTPOJIS

JeATeIbHOCTH M0 00eCeyeHHI0 HH(OPMAIIMOHHOM 0€30MacHOCTH B BEJIOMCTBE;

-MOJJIEpKKAa M COBEPIIEHCTBOBAHHE JEATENBHOCTH IO obOecneueHuo HHGOpMAIMOHHON

0€30I1aCHOCTH B BEJOMCTBE;

-OpraHu3aiys MEpONpHIATUH MO ONpEeNeHHI0 yrpo3 0e30MacHOCTH MH(OPMAIUU CUCTEM U

ceredf, a TaKke MO (QOpPMHUPOBaHUIO TpeboBaHMM K oOecneyeHHI0 HH()OPMAITMOHHON

0€30I1aCHOCTH B BEJOMCTBE;



-OpraHu3anys BHEAPEHHs CHOcoO0B W CPEICTB Juis oOecriedeHus WHGOPMAIMOHHON
0€30I1aCHOCTH B BEIOMCTBE;
-OpraHu3anys MEPONPHUATHI 10 aHalM3y H KOHTPOJI COCTOSHHUS HWHQPOPMAIMOHHOMN
0€30MacHOCTH BEJOMCTBA M MOJIepHU3aNMK (TpaHchopmalim) mporueccoB (pyHKIIMOHUPOBAHUS
BEJIOMCTBA B IIEJIsIX oOeciedeHusI HH()OPMAIIMOHHOW O€30IMaCHOCTH B BEJIOMCTBE;
-o0ecrieueHrne HHPOPMALMOHHOW 0€30TTaCHOCTH B XOJI€ IKCITyaTallud CUCTEM M CETEeH, a TakKe
IIPU BBIBOJIEC MX U3 IKCIUTyaTalllH;
-OpraHu3aIys MEPONPHUITHN TI0 OOHAPYKEHUIO, MPESAYIIPEKACHUIO U TUKBUIAIIUHU TTOCIICICTBUMA
KOMIBIOTEPHBIX aTak Ha WHQPOPMALMOHHBIE PECYpChl BEAOMCTBA M pPEarupoBaHUIO Ha
KOMITLIOTEPHBIC UHITUICHTHI,
-OpraHu3anusi MEPONPHUATANA 1O OTCIACKHUBAHUIO M KOHTPOJIO  JIOCTHXKEHUS — IeJeit
nHpopmauroHHONH Oe3zonacHOCTH ((aKTUYECKH JOCTUTHYTHIH d3(@eKT u pe3ynapTaT) B
BEJIOMCTBE.
2.3.C yderoMm 00JIaCTH W BHJIA JICATEIHHOCTH BegoMcTBa 0T OTBETCTBEHHOTO JIMIIA TpeOyeTcs
3HAaHHE HOPMATHUBHBIX MPaBOBBIX akTOB Poccuiickoin denepainuu, METOAUYECKUX TOKYMEHTOB,
MEXTYHApOJHBIX U HAITMOHAJIBHBIX CTAaHAAPTOB B 00JIACTH:

— 3AIMUTHI TOCYIAPCTBEHHOM TAHBI:

— 3amuUThl  HMHQOpPMAIIUM OTPAHUYEHHOTO JOCTyINa, HE COJEp)Kalled CBEACHHI,
COCTABJISIOIINX TOCYIAPCTBEHHYIO TallHY, B TOM YMCJIE TIEPCOHATBHBIX JaHHBIX;

— obecrieyeHusi 0€30MaCHOCTH KPUTHUYECKOW HH(POPMAIMOHHON HHGPACTPYKTYpPhI
Poccuiickoit ®eneparuu;

— O0OHapyXeHUs, IPEeIYNPEKACHUS U JIUKBUAALNU TTOCIEICTBUN KOMIIBIOTEPHBIX aTaK U
pearupoBaHusl Ha KOMITBIOTEPHbIE HHIIUICHTHI;

— co3maHus W oOecmedyeHHs Oe30macHOrO (YHKIIMOHUPOBAHUS TOCYIAPCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEM U HHPOPMAIIMOHHBIX CUCTEM B 3alUIIIEHHOM UCIOJHEHUH;

— co3JaHus, o0ecrieueHus TEXHUYECKUX YCIOBHM YCTAaHOBKU M JKCILUTyaTallMH CPEJCTB
3aImuThl HHOOPMAIHIH;

— HHBIX HOPMATHUBHBIX MPABOBBIX AKTOB M CTaHAApPTOB B 00JacTH HMHOOPMALMOHHON
0€30MacHOCTH.

3. TpynoBble (10/2KHOCTHBIE) 00SI3AHHOCTH

3.1.0TBeTCTBEHHOE JIMLIO MPUHUMAET y4acTue B ((OPMUPOBAHUHU MOJIUTUKU BEJOMCTBA, OTBEUAET
3a COIJIaCOBAaHME CTpaTerMd pa3BUTHUA BEJAOMCTBA B YaCTH BOMPOCOB oOOecreueHus
HH(pOPMAITMOHHON 06€30MMaCHOCTH.

3.2.0TBETCTBEHHOE JIUIIO:

— OpranusyeT pa3paboTKy MOJUTUKH, HAMPABICHHONW B TOM 4YHCIIE Ha OOecleyeHue u
nojJiep>KaHue CTaOUILHOM eATeIbHOCTH BEIOMCTBA U €ro (ee) MpoueccoB (PyHKIIMOHUPOBAHUS
B Cllydyae TMPOBEACHHUS KOMIIBIOTEPHBIX aTaK, OTBEYaeT3a COTJACOBAHWE W YTBEP)KICHHE
MOJMTUKA B BEIOMCTBE, pEalM3allii0 MEpONPUATHH, TMPEAYCMOTPEHHBIX TOJIUTUKOH,
OTCIIKUBAET U KOHTPOJIHUPYET Pe3yabTaThl peaTn3allui MOJTUTHKY.

— Opranusyet paboTy Mo odecrneyeHno nHGOPMAIIMOHHON 0€30MacHOCTH BEIOMCTBA, B
TOM 4YHCIIe IO OOHAPYXKEHUIO, MPEIYNPEKICHUIO U JTMKBUIAIMU TOCIEACTBUIA KOMIBIOTEPHBIX
aTaK U pearupoBaHUIO HA KOMIBIOTEPHBIE UHIMICHTHI, (OPMYIUPOBAHUIO TIEPEUHS HETaTUBHBIX
MOCJICJICTBUH, TTPOBEACHUIO MEPOIPHUATHI MO MX HEIOMYIIEHUIO, OTCICKUBAHUIO U KOHTPOJIO
3¢ heKTUBHOCTH (Pe3yNbTaTUBHOCTH) TaKUX MEPONPHUITHNA, a TaKkKe IO HEoOXOIUMOMY
UH(OPMALIMOHHOMY OOMEHY.

— OpraHuzyeT peaqu3aluio U KOHTPOJIb MPOBEJICHHS B BEJOMCTBE OpraHU3aIllHOHHBIX U
TEXHUYECKUX Mep, PEIIeHUs O HEOOXOJUMOCTH OCYIIECTBICHUS KOTOPBIX NPUHUMAIOTCS
DdenepanbHOlt cnyx60i 6e3omacHocTu Poccuiickoit ®enepanuu u denepanbHON CIy:K00# 10



TEXHUYECKOMY U SKCIOPTHOMY KOHTPOJIO C Y4ETOM MEHSIOIIMXCA Yrpo3 B MH(YOPMAITMOHHOU
cdepe, a Taxke caMoCTOATENbHO OTBETCTBEHHBIM JIUIIOM B PE3YJIbTaTe CBOCH JEATEIBHOCTH.

— Opranmszyer OecHpensATCTBEHHBIN JOCTYN (B TOM YHCIE yAaJeHHBIN) JOKHOCTHBIM
munam PenepabHON CitykObl O6e3omacHocTH Poccuiickoit @enepanyv U €€ TEPPUTOPHATIBHBIX
OpraHoB K MH(OPMAIMOHHBIM pecypcaM, MPHHAMISKAIINM BEIOMCTBY JIMOO HCIIOIb3YeMbIM
BEJOMCTBOM, JOCTYl K KOTOPbIM  00ECHeuMBaeTcs  IOCPEACTBOM  HCIOJIB30BAHUS
MH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHOW cetn  «MHTepHeT», B LEISIX OCYIIECTBICHUS
MOHHUTOpPUHTAa HX 3aIIHMIICHHOCTH, a TaKXe COTPYAHHUKAM CTPYKTYPHOTO IOJpa3/ieeHus,
OCYIIECTBIISIONIETO (YHKIIMH 110 00eCTIeYeHNI0 NH()OPMAIIMOHHON O€30TTaCHOCTH.

— OpraHuszyeT B3aUMOJIEHCTBUE C JOJDKHOCTHBIMH JulamMu DenepanbHON CIyxKObI
6e3omacHocTtH Poccuiickoit denepannu u ee TEppUTOPHATIBHBIX OPraHOB, B TOM YHCJIE KOHTPOJIb
WCIIOJIHEHUS yKa3aHU, JaHHbIX DenepanbHOi cinyx00i1 6e3onacHoctu Poccuiickoit deneparun
U ee TEepPUTOPHUATBHBIMH OpraHaMH II0 pe3yJbTaTaM MOHUTOPHHTA 3aIIWIICHHOCTH
WH(POPMAIIMOHHBIX PECYPCOB, MPHHAUICKANINX BEJOMCTBY JINOO HCIIOIB3YEMBIX BEIOMCTBOM,
JIOCTYI  KKOTOPBIM  OOECIeYMBaeTCs TOCPEACTBOM  HCIIOJNB30BaHUS  WH(MOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «IHTepHeT».

— Opraamusyet KOHTPOJIb 32 BHITMIOJIHEHHEM TpeOOBaHN HOPMATHBHBIX IIPABOBBIX aKTOB,
HOPMATHBHO-TEXHUYECKON JIOKyMEHTAIlUH, 3a COOJIOJICHHEM YCTAHOBIIEHHOTO TIOPSIKa
BBITIOJTHEHUS paOOT MPH PEIICHUH BOTIPOCOB, KACAFOIIUXCS 3alIUTHI HH(OPMAIIHH.

— Opranusyet pazBuTue WHPOpPMAITMOHHOW O€30mMacHOCTH, (POPMUPOBAHKE U PA3BUTHE
HaBBIKOB COTPYAHHUKOB BEIOMCTBA B cepe HHHOPMALMOHHON OE€30MaCHOCTH.

— Opranmzyer pa3pa®OTKy U pealn3aluio MEpONpUATHH 10  0OecleyeHUIo
WH(POPMAITMOHHON OE30MacCHOCTH B BEIOMCTBE B COOTBETCTBUM C TPEOOBAHHMSIMHU IO
obecrieueHnI0 MHPOPMAITMOHHOM 0€30MMaCHOCTH, YCTAaHOBJIEHHBIMU (eiepaTbHbIMU 3aKOHAMH U
MPUHATHIMU B COOTBETCTBUU C HUMHU MHBIMH HOPMATHBHBIMHU IPAaBOBBIMH akTamMu Poccuiickoit
denepanuu.

— OpraHuszyeT KOHTpOJIb TOJb30BaTesel MHGPOPMAIIMOHHBIX PECYpCOB BEIOMCTBA B
yacTu COOJIOACHUS HUMH pexuMa KOH(UICHIHATbHOCTH WHGOpMalUH, MpaBuil paboOThl CO
CbEMHBIMU MAIIMHHBIMH HOCHUTENSIMU HWHGOpPMAIUU, BBIIOJHEHUS OPraHU3allMOHHBIX U
TEXHUYECKUX Mep MO 3alluTe HHPOpMAIUH.

— OpraHuzyeT IUTAaHUPOBAHUE MEPONPUITUNA MO obOecrneyeHno HHOOPMAIMOHHON
0€30MacHOCTH B BEIOMCTBE.

— OpraHuzyeT  MOJArOTOBKY  MPaBOBBIX  aKTOB, UHBIX  OpTraHU3alMOHHO-
pacnopsaUTENbHBIX JOKYMEHTOB MO BoIpocaM obecrieueHus: HHOOPMAIIMOHHON 0€30TIaCHOCTH B
BEJIOMCTBE, OCYIIECTBIISIET COIVIACOBAHUE MHBIX JOKYMEHTOB BEJOMCTBA B YacTU OOeCTeUeHUS
HH(pOPMAITMOHHON 06€30MMaCHOCTH.

— OpraHuszyeT OpoBeICHHE HAYyYHO-HCCIEIOBATEIILCKUX U OMBITHO-KOHCTPYKTOPCKHX
paboT no Bompocam obecrnieueHus: HHGOPMAITMOHHOM 0€30MacHOCTH B BEIOMCTBE.

— Opranusyer NpoBeAEHUE KOHTPOJIS 3a COCTOSIHMEM obecnedeHus: WH(POPMAlMOHHOM
0€30I1aCHOCTH B BEJIOMCTBE, BKJIIOYAs OLEHKY 3alIUIEHHOCTH CHCTEM M CEeTed, omepaTtopoMm
KOTOPBIX SIBIISIETCS BEAOMCTBO.
3.3.OTBETCTBEHHOE JIUIIO:

— OcymecTBisieT  peryiaspHblii  KOHTPOJIb  TEKYLIEro  ypOBHA  (COCTOSIHMA)
MH(POPMAIMOHHOM 0€301MacCHOCTH B BEJIOMCTBE, a TAK)KE OTBEYAET 32 PEAU3ALINI0 MEPOTIPUSITHH,
HamnpaBJICHHBIX Ha TMOJUIEp)KaHHE M Pa3BUTHE YPOBHS (COCTOSIHMA) HHGPOPMALMOHHOM
0€30MaCHOCTH B BEIOMCTBE, B TOM YHCJIE C YYETOM IOSIBICHUS HOBBIX yrpo3 0e30MacHOCTH
nH(pOpMAIUU U COBPEMEHHBIX CIIOCOOOB U METO/I0B NMPOBECHUS KOMITBIOTEPHBIX aTak.

— OcymecTBiseT peryiipHOe U CBOEBPEMEHHOE HMH(POPMUPOBAHUE PYKOBOJCTBA
BEJIOMCTBA O KOMIBIOTEPHBIX MHIIUIEHTAaX, TEKyIIeM YpOBHE (COCTOSHMHU) MH(OpPMAIMOHHOMN



0€30MaCHOCTH B BEJIOMCTBE M pE3yJbTaTax NPAKTUYECKUX YYCHHUH IO HPOTHBOACHCTBUIO
KOMITBIOTEPHBIM aTaKaM.

— OcylecTBASET KOHTPOJIb 32 BEACHUEM  OPIraHU3ALMOHHO-PACHOPSIUTEIBHON
JOKYMEHTAIMH, CTATUCTHYECKOTO y4eTa U OTYETHOCTH 110 KypUPYEMBIM pa3jienaM padoThL.

— OcyuecTBisieT corjacoBaHie TpeOOBaHMII K cCHUCTEMaM U CETAM, OIEepaTopoM
KOTOPBIX SIBIISIETCS BEAOMCTBO, B YaCTH 0OecTiedeHrs MHPOPMAIMOHHOM O€30MTaCHOCTH.

— OcylecTBisiET  PYKOBOJACTBO  CTPYKTYPHBIM  IOJpa3JieJIECHUEM  BEJIOMCTBA,
obecrneunBarOIIMM HH(POPMAMOHHYIO O€30TTaCHOCTh BEJIOMCTBA.
3.4.0TBETCTBEHHOE JIUIIO:

— OpranuzyeT M KOHTPOJMPYET HIPOBEIECHUE MEPOINPUSITUH MO aHAIW3Y U OILICHKE
COCTOSIHUSI THPOPMAIIMOHHOM 0€3011aCHOCTH BEAOMCTBA U KOHTPOJIUPYET UX PE3YJIbTATHI.

— OpranumzyeT ©  KOHTpoJIUpyeT (YHKIIMOHUPOBAHUE CHUCTEMBI  OOCCTICUCHHS
nH(}OPMaLlMOHHON OE30MaCHOCTH B BEIOMCTBE.

— KoopauHupyer nesTenbHOCTh HMHBIX CTPYKTYPHBIX IOJpA3CNeHUd BEIOMCTBA IO
BoIpocam oOecredeHus: HHOPMAITMOHHOM 0€301TacCHOCTH.
3.5.0TBETCTBEHHOE JUIIO0 COTJIACOBBIBACT TMOJIUTHKY, TEXHWYECKHE 3aJaHusi ¥ HHYIO
OCHOBOIOJIAraloIlyl0 JOKYMEHTAINI0 B cepe MHOOPMALIMOHHBIX TEXHOJIOTHHA, HHU(POBU3ALUN
1 U poBoil TpaHchopMauu BEAOMCTBA.
3.6.0TBETCTBEHHOE JIMIIO C WCIHOJH30BAHMEM HOPMATHBHBIX IPABOBBIX JIOKYMEHTOB U
MeToauYecKux matepuanoB dDenepanbHol ciyk0bl Oe3omacHocTH Poccmiickoit deneparuun
opranu3yeT OOHapyKeHHEe, MPenyNnpekIeHUe M JUKBHAALMUIO MOCIEACTBUA KOMIBIOTEPHBIX
aTak, pearupoBaHHE Ha KOMIBIOTEPHbIE HWHIUAECHTH € HMH(OOPMALMOHHBIMU peCypcamu
BEJIOMCTB, a TaKKe B3aumojeiicTBue ¢ HanumoHanbHBIM KOOPJMHAIMOHHBIM IIEHTPOM IO
KOMITbIOTEPHBIM MHIMIEHTaM OJIHUM (UM HECKOJIBKUMU) U3 CIEAYIOUINX CIIOCOOOB!

— CunaMu  CTPYKTYPHOTO  TOJpa3/eieHHsl, OTBETCTBEHHOro 3a  oOecredeHue
MH(POPMAITMOHHOM 0€30MMaCHOCTH, C 3aKJIFOUCHHEM COTJIAIIeHUs (M3aHusI COBMECTHOTO aKTa) O
B3auMojiciicTBun ¢ ®DenepanbHOl  cayxOoi  Oe3omacHocT  Poccumiickoit  deneparuu
(HauvoHanbHBIM ~ KOOPAMHAIIMOHHBIM ~ IIEHTPOM [0  KOMIBIOTEPHBIM  HHIUACHTaM),
BKJIIOUAIOLIETO B TOM YHCJIE MpaBa U 00SI3aHHOCTU CTOPOH, MOPSJIOK IMPOBEICHHSI COBMECTHBIX
MEPOIPHUATHH, perjaMeHT WHGOPMAIMOHHOIO OOMEHa, MOPSJIOK M CPOKH IPEJICTaBICHUS
OTUYETHOCTH, MOPSA0K U (POPMBI KOHTPOJISL.

— CunaMu  CTPYKTYPHOTO  TOJpa3/ieieHHsl, OTBETCTBEHHOro 3a  olecnedeHue
nH(pOpPMALMOHHON 0€30MaCHOCTH, C €ro aKKpeauTallel KakK [eHTpa roOCyJapCTBEHHON CUCTEMBI
oOHapyXeHHsI, MPEAYNPEKIACHUS M JHUKBUAALMMU TOCIEICTBUNA KOMIBIOTEPHBIX aTaKk Ha
unpopmanroHHble pecypcsl Poccuiickoit deneparuu.

— Cunamu OpraHu3aIuii, SABIISIOLITUXCS AKKpEAUTOBAHHBIMU LEHTpaMu
rOCy/IapCTBEHHOW CHUCTEMbl OOHApY>KEHUs, NPEAYNPEKICHUS U JUKBUIAIMHN IOCIEICTBUI
KOMITBIOTEPHBIX aTak Ha nH(opMalmoHHbie pecypcsl Poccuiickoit denepanuu.
3.7.0TBETCTBEHHOE JHII0 O0O0ECMeYNBACT IUIAHUPOBAHWE U PpEATHU3ALMI0 MEPONPUATHN IO
MEepeBOJly CHCTEM M CeTel Ha OTEYeCTBEHHBIE CpEeACTBA 3alIUThl HWH(OpMALMU, a TaKkKe
KOHTPOJb 3a COOJIOACHHMEM 3ampeTa Ha UCIHOJIb30BaHUE CPEIACTB 3alluThl HHGOPMAINY,
CTpaHaMU MPOUCXOXKACHUS KOTOPBIX SBJISIOTCS MHOCTPAHHBIE TOCYJApCTBAa B COOTBETCTBUU C
nyHkToM 6 VYkasza Ilpesmpenra Poccuiickoit ®@enepanum ot 1 mas 2022 r. Ne 250 «O
JIOTIOJTHUTENBHBIX Mepax N0 obecneueHuio HH(OpMaMOHHON Oe3omacHocTH Poccuiickoit
denepauum»
3.8.0TBETCTBEHHOE JIUIIO COMPOBOXKIAAET MEPONPUATHS MO pa3paboTKe (MOAEPHU3ALINN) CUCTEM
U cereii B yacTh WH(POPMAIMOHHOW O€30MacHOCTH, a Takke TpeOOBaHWN HOPMATHBHBIX
MPABOBBIX aKTOB, HOPMATHBHO-TEXHUYECKHMX M METOJUYECKHX JIOKYMEHTOB TIO 3alllHuTe
MH(OPMAIIUY U BBITIOJHEHUS dTHX TPeOOBAHMIA.



3.9.0TBETCTBEHHOE JIMIIO TPOBOJUT paboOTy MO yHUDUKANHH CIOCOOOB H CPEJACTB IIO
obecrneueHnI0 MHPOPMAIIMOHHOW 0€30TTaCHOCTH, MHBIX TEXHUYECKUX PEIICHUN B BEJOMCTBE.
3.10.0TBeTcTBEHHOE JIMIIO TNPUHUMAET MEpPhl IO COBEPIICHCTBOBAHHMIO OOECHeueHUs
MH(GOPMAIMOHHOM 0€30MacCHOCTH B BEJIOMCTBE.

3.11.0TBeTCTBEHHOE JIMIIO TOBBIIACT HA IIOCTOSHHOW OCHOBE MPO(eCcCHOHATBHYIO
KOMITCTEHITUIO, 3HAHUS ¥ HABBIKK B 001acTH oOecriedeHnss HHPOPMAIIMOHHOW O€30TIaCHOCTH.
3.12.0TBETICTBEHHOE JIMII0 BBIIMOIHIET HHBIE OOSI3aHHOCTH, HCXOOd W3 BO3JIOKEHHOU
OTBETCTBEHHOCTH M IIOCTABJIEHHBIX PYKOBOJCTBOM BEIOMCTBA 3aJad B paMKax oOecredyeHus
MH(POPMAIIMOHHOH 0€301MacCHOCTH BEIOMCTBA.

3.13.01BeTCTBEHHOE JIUIIO:

— CoOmromaer #W  oOecneuMBaeT  BBIMIOJHEHHE  3aKOHOAATENLCTBA  POCCHUICKOM
denepanuu.

— B chydasx, YCTaHOBJIEHHBIX 3aKOHOJATENbCTBOM Poccuiickoir  ®Denepanuu,
COTJIACOBBIBAET MOJHUTHKY ¢ DenepanbHoi ciryxk0oi 6e3omacHocTu Poccuiickoit denepannu u
denepanbHOM CITY>KO0H MO TEXHUYECKOMY M DKCITIOPTHOMY KOHTPOJTIO.

— IlpencraBnser mo 3ampocam @PexepanbHON ciaykObl Oe3omacHocTH Poccuiickoit
Oenepaniun 1 DeaepanbHON  CIY)KOBI MO0 TEXHUYECKOMY M DKCIOPTHOMY KOHTPOJIIO
JIOCTOBEPHBIC CBEICHUSI O pe3yibTaTax pealn3aliyd TMOJUTHKA ((PaKTUYECKH ITOCTUTHYTOM
ahdexTe U pe3ynapTaTe) W TEKYIIEM YpOBHE (COCTOSHMM) WH(POPMAIMOHHOW OE€30TacHOCTH B
BEJIOMCTBE.

— IMommepxxuBaeT ypoBeHb KBaTH(HKAIIMK M TIOCTOSIHHO pPa3BUBAaeT CBOW HABBIKA B
obsactu nH(pOpMAITMOHHOW 0€30MacHOCTH, HEOOXOAUMBIE ISl oOecrieueHruss HHPOPMAITMOHHON
0€30I1aCHOCTH B BEIOMCTBE.

— OpraHu3oBbIBaeT NMpU HEOOXOJWMOCTH IMPOBEICHHE U y4acTBYET B Ipelesiax CBOeH
KOMIIETEHIIMM B OTPACJIEBBIX, MEXKOTPACIEBBIX, MEXKPETHOHAIBHBIX U MEXIYHApOIHBIX
BBICTABKaxX, CEMHHapax, KoH(epeHuusX, padoTe MEKBEIOMCTBEHHBIX padO4YMX TPy,
OTPACJIEBBIX SKCIIEPTHBIX COOOIIECTB, MEXIYHAPOIHBIX OPTraHOB H OpraHU3aIlH1ii.

— VYyactByeT B mpeenax KOMIIETEHIUH B OCYILECTBIECHUHU 3aKyIMOK TOBapoOB, padoT,
yCIIyT i1 obecnieueHus HyxK/ B chepe nHHopMarmoHHOM 0€301MacHOCTH.

4. TIpaBa 0TBETCTBEHHOI'0 JIMIIA
4.1.0TBeTCTBEHHOE JIMIIO UMEET MPaBO:

— JaBaTh yKa3aHHs M TOpPYYEHHs] COTPYAHHMKAM BEJOMCTBAa B YacTH OOecTeueHUus
nH(pOpMaITMOHHO 0E30MMaCHOCTH.

— 3anpamuBaTh OT COTPYJHHUKOB BEJOMCTBA HH(OPMALIMIO U MaTepHAIIbl, HEOOXOIUMBbIE
JUI peain3aliy BO3J0KEHHBIX Ha OTBETCTBEHHOE JIUIIO MIPaB U 00s13aHHOCTEH.

— VYyacTBoBaTh B 3acelJaHMsIX (COBEIIAHMIX) KOJUIETHAIBHBIX OpPraHOB BEJOMCTBA,
NPUHATHH PELIEHU MO BOMpocaM JESTENbHOCTH BEJOMCTBA, a TaKKe [0 BHECCHHIO
MPEUI0KEHUH 10 COBEPIICHCTBOBAHHUIO JEATEIbHOCTH BEAOMCTBA.

— VYuacTBOBaTh B pa3pabOTKE TMOJUTUKH, BBIHOCUTH TIOJUTHKY Ha O0OCYXIEHHE,
YTBEPI)KJEHHUE KOJIJIETHAIBHOMY OpraHy BeJIOMCTBA.

— IlpencraBasaTh pe3yabTaThl pealn3alud  TOJUTUKU  KOJUIETHAIBHOMY  OpraHy
BEJIOMCTBA.

— Ilpunumath pemieHust Mo BompocaMm oOecriedeHus HH(OPMAIMOHHON 0e301macHOCTH
BEJIOMCTBA.

— BzaumopeiictBoBath ¢ @DenepanbHOi  ciyx0O0i  Ge3omacHocTH  Poccuiickoit
@enepanun. PenepanabHON CIyk00i MO TEXHUYECKOMY U HKCIOPTHOMY KOHTPOJIO U MHBIMHU
¢denepadbHBIMH  OpraHaMU  UCHOJHUTENBHOM  BJIAacTM MO  BOmpocaM  oOecreyeHus
MH(pOPMAIMOHHOM 0e3omacHoOCTH, B TOM qucie o BOIIpOCaM



COBEpILIEHCTBOBaHMI3aKOHOAaTeNbecTBa Poccuiickoit ®exepannu B obmactu  obecrieueHust
MH(POPMAIMOHHOM 0€30MacHOCTH.

— Baocuth npennoxeHus o NpUBICYEHUN OpraHU3alMil, UMEIOIHUX COOTBETCTBYIOLIUE
JUIIEH3UMH Ha JIATENIbHOCTh B 00JacTH 3amuThl  HMH(GOpMAIMHM, B COOTBETCTBUH C
3aKOHOJATENBCTBOM Poccuiickoit @Depepanii K MPOBEACHUIO pPabOT TO 00CCIICUCHUIO
MH(POPMAIIMOHHON 0€301TacCHOCTH.

— HWuannuupoBaTh MPOBEPKH YpPOBHA (COCTOSHHS) obOecrieueHus HHGOPMAIMOHHON
0€301aCHOCTH B BEJIOMCTBE, €€ IM0JIBEJJOMCTBEHHBIX U JJOYEPHHUX OpraHu3aiusax (Mpu HaTUIAU
TaKOBBIX).

— Opranm3oBbiBaTh Ha OOBEKTaX BEAOMCTBA MEPONPHATHA IO HH(OOPMAITMOHHON
0€30MacHOCTH, pa3paldaThiBaTh M IMPEACTaBIATh PYKOBOJIUTENIO BEJOMCTBA IPEJIOKEHHS IO
BHECEHUIO M3MEHEHUN B Mpolecchl (DPYHKIMOHUPOBAaHUS, MPUHUMATh Jpyrue Mephl,
HaIpaBJICHHbIE HAa HEAOMYIICHUE pean3allii HEraTUBHBIX MOCIIEICTBUH.

— [lomydaTes pocTynm B YCTAHOBJIEHHOM TMOPSIKE B CBS3M C HCIOJHEHHEM CBOMX
00s13aHHOCTEN B TOCYAapCTBEHHBIE OPraHbl, OpraHbl MECTHOT'O CaMOYIIPaBJICHMsI, OOIIECTBEHHBIE
00BeAMHEHUS U APYrUe OpraHu3aIiiu.

— OGecneunBath HaJUIEKalIMe OPraHU3aMOHHO-TEXHUYECKHUE YCIOBUS, HEOOXOIUMBIE
IUTST ICIOJIHEHUS 00s13aHHOoCcTEell OTBETCTBEHHOIO JIUIIA.

5.0TBeTCTBEHHOCTHL OTBETCTBEHHOI0 Juua

5.1. OTBeTCTBEHHOE JMJUII0 B COOTBETCTBHMM C 3aKOHOJATEILCTBOM Poccuiickoit
®denepanu HECET OTBETCTBEHHOCTD:

— 3a HeHCIOJIHEHHE WM HEeHAAJIeKalllee UCTIOJIHEHNE CBOUX 00sS3aHHOCTEI.

— 3a pgeiictBus (Oe3nelicTBHUE), BEAYIIHE K HAPYHIICHHUIO TPAB M 3aKOHHBIX MHTEPECOB
BEJIOMCTBA.

— 3a pasrjameHue TOCYJapCTBEHHOW TaWHbI W MHBIX CBEICHUH, CTaBIIUX €My
W3BECTHBIMU B CBSI3U C UCIIOJHEHHEM CBOMX 00s13aHHOCTEH.

— 3a nocTkeHue 1enel odecredeHuss nHGOPMalMOHHON OE€30MaCHOCTH.

— 3a mojjepkaHWe H HEMpEephIBHOE pa3BUTHE HWHMOPMALMOHHONW Oe30MmacHOCTH
BEJIOMCTBA ISl UCKJIIOUEHUS (HEBO3MOXHOCTHU peain3aliii) HEraTUBHbBIX MOCIEACTBHIA.

— 3a opraHM3anMio MEeponpUsTUi MO pa3paboTke (MOJEpPHM3AIMH) CUCTEM M CeTed B
yacTu UH()OPMALIMOHHON G€30MaCHOCTH BEIOMCTBA.

— 3a "HapymeHus TpeGoBaHMi 1Mo obecrneueHn0 HHHOPMAITMOHHON 0€30MaCHOCTH.

— 3a HapymieHus B OOECIICUEHUU 3alllUThl CUCTEM M CETeH, MOBIJIEKIINE HEraTUBHbBIC
MOCJIEJICTBUSL.



